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O Choose the correct apy wer of the folty wing;
@ Which of he lollowing s noy
1, Datn Thefy

Il Forgery

(Answer gy 1y Seven)
Iype of cybercrimen

Damage 10 dagy and systemy
Iv

Ve Installing mtivirug fop profection
M) Which ol the lollowing is congj

lered s the unsolicited commercial email9
1. Malware

I Spam
UL Virg
IV All of the above
(¢) ) is the act of determining whether a

1o carry out » certain activity, such g reading a fj
1, Non-repudiation
Al Authorization
1. Authentication
IV, All of the above
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(d) Among the lbllowing. identify the one which does not need any host program and is independent,

L Trap door
11, Virus

L. Trojan Horse
V. Worm

(¢)  Identify the element which is not considered in the triad, according to the CJA.,

I Availability

Il Authenticity
L Integrity

V. Confidentiality

() When information is modificd in authorized ways, the result is knownas

I Loss of confidentiality
M. Loss of integrity
HI.  Loss of availability

IV.  All of the above

(&)
L 65
"1 65-D
1. 67
IvVv. 70

(h)  What is the full form for ITA-2000?
I#  Information Tcch Act-ZOOQ
Il Indian Technology Act-2000
[1l.  International Technology Act-2000
IV Information Technology Act-2000
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Under which section of IT Act, stealing any digital asset or information is written as cyber crime.
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(M S @ chiigue ised by penetration testers to compromise any system within a network for

angeting ey svatems
L Exploiting
T Ok g

i Hacking
A} Pivoting

U Whih of the following is not a vuln
l Roue Spooting
il Identity & Resource 1D Vulnerabilin
WP address spooting )
™ Weak or nom-existent Authentication.
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deleting all inactive email accounts in order

You are required 1o send the follow g information in
VO email accouns 17 we do nor receive this information
o the wee, your eMmatl account will be closed

* Name ( firg and last)
. Email 1d

¢ Password
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Thand vou for VOur immodiate attention
W hat should You do? What 1y Pe ot evbercrime is it | 1stand explain in detail with major risks
associated with this scenano

B What s digical Menature” How it is different from digital centificate’

? Explain in detail, 17]
Q3 @  Definean insider attack? Explain it with an example. 17
(®)  Explain the impact of cybercrime on cloud computing, 17)
Q¢ @ Whatis credit cand fraud? Mention the tips 1o prevent credit card frauds. 17}
(M) Give an ovenview of National Cyvber security policy. 17]
Q5 (@ Explain about Trojan Horses and Backdoors in details with examples. 171
(" Differentiate between Worms and Virus with examples. 17}
Qo6 (&) How should risk management in Information security systems be improved on social media
portaks 171
(®) What steps will vou take 10 secure a server? (7]
@’ W What are DDoS attacks? Explain how to protect from DDoS attacks. 171
(B) Discuss about the Intrusion Detection and Prevention Techniques in detail. 171
& (@ Describe Access Control Differentiate between Discretionary Access Control ( DAC ) and
Mandatory Access Control { MAC) 171
(hi Discuss about SQL Injection in detail. i
Y Write short notes on any two of the follow ng.- (7X2]

i Fuewall

I Seganography

L Cyber secunty safeguards
IV Cyber forensics
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